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Abstract 
Current technological developments play a role in the birth of new crimes in the world, call it 

cybercrime. This study discusses cybercrime: fraud on behalf of Customs within the scope of persuasion 

communication and mediated communication from perpetrators to their victims and seen through the theory 

of Computer Mediated Communication (CMC) and Elaboration Likelihood Model, and also saw the 

campaign "beware of fraud on behalf of Customs" carried out by the Directorate General of Customs and 

Excise (DGCE). This research uses a qualitative approach by studying documentation related to fraud on 

behalf of Customs and interviewing several primary sources involved in handling the case. In addition to 

looking at the communication strategies implemented by the DGCE, this study will also show the 

development of communication patterns in the process of deception shown through the phases of impersonal, 

interpersonal, and hyperpersonal communication. The results of the analysis also showed that persuasion 

efforts emerged by fraudsters by directing their victims through peripheral routes, resulting in changes in 

attitude (deceived) and finally give some money to the perpetrator. Furthermore, if the peripheral route is not 

enough to deceive the victim, the fraudster switches to using the central route to persuade the victim through 

aspects of motivation, ability, and strong argumentation. This research aims to prevent people from falling 

victim to fraud. Addressing this issue will require cooperation from all parties, including the government, law 

enforcement, and the public. 

Keywords: Communication Strategy; Computer Mediated Communication (CMC); Cybercrime; Fraud; 

Persuasion 

Introduction 

The rapid advancement of information and communication technology has significantly 

transformed the way people interact and exchange information. While these developments offer 

many benefits, they also present new challenges, particularly in the form of cybercrime. One 

prevalent issue is online fraud, which has evolved alongside digital communication platforms, 

making it increasingly difficult to detect and prevent. In Indonesia, fraud committed in the name of 

the Directorate General of Customs and Excise (DGCE) has become a widespread problem, with a 

growing number of victims falling prey to deceptive tactics. Despite efforts to raise awareness 

through public campaigns, the persistence and adaptation of fraud schemes indicate a need for a 

deeper understanding of the communication patterns used by perpetrators. 

Existing studies on cybercrime primarily focus on legal, economic, and technological 

perspectives, with limited research on the role of communication strategies in fraud. This study 

aims to fill that gap by exploring the mediated communication techniques employed by fraudsters 

and analyzing the persuasion strategies they use to manipulate victims. Using the theoretical 

framework of Computer-Mediated Communication (CMC) and the Elaboration Likelihood Model 
(ELM), this research examines how fraudulent messages are structured, how victims process these 

messages, and what factors contribute to their susceptibility. Additionally, it evaluates the 

effectiveness of DGCE’s public awareness campaign in mitigating fraud cases. By adopting a 

qualitative approach, this study seeks to provide a comprehensive understanding of fraud in the 

digital age, contributing to more effective prevention strategies and public education efforts. 

One of the dangers referred to is the emergence of crime in cyberspace or cyber which has 

various modes. Most of the cybercrime we see today simply represents the migration of real-world 

crime to cyberspace. Cyberspace is becoming a tool that criminals use to commit old crimes in new 

ways (Brenner, 2010). Cyberspace is considered a safe environment for criminals to carry out 
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crimes by taking advantage of network security loopholes due to inefficient law enforcement 

(Shahbazi, 2019). The first recorded computer-mediated crime through banking was recorded in 

1958, and the settlement of the case took no less than eight years, only to be completed in 1966 (Li, 

2017). 

The Directorate of Cyber Crime (Dittipidsiber) of the National Police Criminal Investigation 

Branch recorded 2,259 reports of cybercrime cases from January to September 2020. Reports 

related to the spread of provocative content and fraud online are the most reported. The National 

Police admits that handling cybercrime cases is not an easy task and requires a different approach 

compared to other criminal cases. Therefore, the National Police continues to strive to develop a 

structure with the aim of forming a Directorate of Cyber Crime in every regional police in Indonesia 

(Polri, 2022). 

Director of Cyber Security and Cryptography for Finance, Trade, and Tourism of the State 

Cyber and Cryptography Agency (BSSN), Edit Prima, said that the trend of internet traffic 

anomalies in Indonesia showed fantastic numbers, especially in 2021 as many as 1.6 billion 

incidents. However, it dropped to 976.4 million incidents in 2022. Then it shrank again to 151.4 

million incidents throughout 2023. The financial sector ranks third after government administration 

and energy, as the sector that suffers the most from internet anomalies (Okezone, 2023). BSSN 

invites all elements of society to always collaborate and synergize in maintaining the integrity of the 

national cyberspace from various cyber threats, including: ransomware, data breach, advance 

persistent threat, phishing, cryptojacking, distributed denial of service attack, remote desktop 

protocol attack, social engineering, web defacement, artificial intelligence and internet of things 

cybercrime (BSSN, 2023). 

"Cybercrime in Indonesia is the second highest in the world after Japan. The total number of 

cyber attacks is 90 million," said Deputy Chief of the Indonesian National Police, Commissioner 

General Syafruddin in 2018 (Kominfo, 2018). (Communication and Informatics, 2018) Cybercrime 

has threatened Indonesian society and as mentioned above, the government and the financial sector 

are the top targets of crime through cyberspace. Such as fraud on behalf of Customs which is very 

troubling to the public with so many cases that have occurred through various types of modes. 

Fraud cases on behalf of Customs have continued to increase in the last five years. Based on reports 

related to fraud recorded by Customs, the trend of fraud complaints on behalf of Customs through 

contact centers once decreased in 2021 (after Customs carried out the campaign "Beware of Fraud 

on Behalf of Customs"), but it rose again and reached the highest number in 2022, reaching 7501 

complaints in one year. 

"The trend of fraud complaints on behalf of Customs in the period from 2018 to 2022 had 

decreased in 2021 with the number of complaints reaching 2491, but increased significantly 

in 2022 which reached 7501 complaints," said Encep Dudi Ginanjar, Head of the 

Subdirectorate of Public Relations and Customs Counseling (Beacukai.go.id, 2023). 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Fraud Report Statistics at the Customs Contact Center 

Source: Customs, 2023 

Prior to this study, the author first conducted a study using the Systematic Literature Review 

(SLR) method to see the development of studies and what research has been carried out by 

communication researchers in the world to examine the rampant phenomenon of cybercrime and 
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fraud which is increasingly troubling. Through SLR research with the Preferred Reporting Items for 

Systematic Reviews and Meta-Analysis (PRISMA) protocol, researchers found 140 Scopus studies 

in search using scopus.com. After that, with the help of other applications such as Mendeley, 

VOSViewer, and Microsoft Excel, the researchers managed to filter into 15 selected empirical 

studies which were then analyzed in a descriptive way. 

 

 
Figure 2 Network Visualization – Times 

Source: Researcher, 2025 

 

Figure two shows a network of empirical studies examining fraud and cybercrime from 2012 

(purple) to 2023 (light green). The author took a fairly long time span due to the lack of journals 

related to fraud and cybercrime. Research in 2012 still focused on cybercrime through mobile 

phones and child pornography (Mthembu, 2012), progressed to 2015 and 2016 to computer hacking 

crimes. Developed in 2016 and 2018 began massively to cybercrime through the internet and social 

media (Christou, 2018; Kosseff, 2016; Nunes, 2018), peaked when 2019 to 2022 the world began to 

be hit by covid-19 making people stay at home and only look at gadgets all day and make 

cybercrime through the internet and social media increasingly rampant and unsettling (Al Ali et al., 

2021; Carrillo-Mondéjar et al., 2022; Dizon & Upson, 2021; Dzhanadilov & Azhibayev, 2019; 

Raets & Janssens, 2021; Ruvin et al., 2020; Sin & Son, 2019). Now in 2023 2024, the world is busy 

talking about how the world will overcome this cybercrime by improving the internet ecosystem, 

cybersecurity protocols, to law enforcement and the formulation of new legal rules to eradicate 

cybercrime through cyberspace because it is handled very differently from crime in the real world 

(Althibyani & Al-Zahrani, 2023; Holovkin et al., 2023; Okhrimenko et al., 2023; Punda et al., 

2023). 

Figure three shows that there is still very little research on cybercrime in the government 

realm, which is shown by only one research relationship, between cybercrime and the government 

realm (cybercrime-governance). 
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Figure 3 Network Visualization - Keywords 

Source: Researcher, 2025 

 

The findings show that cybercrime is indeed very troubling and threatens everyone through a 

variety of harmful and harmful ways. Through this SLR, the author found that communication 

research on cybercrime fraud is still limited and it is important to be carried out so that awareness 

and vigilance arise from the public so that they are not easily deceived. Much research has been 

done only on information technology, law, and economics. Many studies have been found to be 

qualitative, perhaps because it is difficult to get a representative sample of victims or perpetrators 

who want to be researched and representative. 

After knowing that there are no communication researchers who have researched related to 

the communication patterns that occur in the fraud process, the author becomes interested and wants 

to find, as well as research, how mediated communication patterns occur in the process of 

cybercrime (fraud on behalf of Customs) through the theory of Computer Mediated Communication 

(CMC) by Joseph Walther. In addition, the researcher also wants to see the persuasive 

communication carried out by fraudsters on behalf of Customs to their victims until they are 

deceived through the lens of the Elaboration Likelihood Model (ELM) theory. The author is also 

interested in seeing the campaign "Beware of Fraud on behalf of Customs" which was successfully 

carried out by the Customs public relations team because it had a direct impact on reducing the 

number of fraud reports as soon as the campaign was carried out. This research is expected to be 

known by many parties so that finally awareness and vigilance from the public towards fraud which 

is a real, dangerous, and detrimental threat. 

The phenomenon of communication through the internet, currently looks more interesting for 

some people than communicating face-to-face. This is referred to as hyperpersonal communication 

by Walther in (Juditha, 2015), which in CMC theory or communication with computer/internet 

intermediaries is considered more socially appealing than direct communication. According to 

Walther, the CMC perspective consists of three parts: impersonal, interpersonal, and hyperpersonal. 

Impersonal relates to the difference in the degree of acceptance of the substance of the message in 

the interaction, depending on the number of clues of nonverbal information available through the 

media. Interpersonal involves social context markers as indicators of acceptable social behavior. 

Meanwhile, hyperpersonalization occurs when individuals feel better expressing themselves 

through media that mediate interactions. 

Walther stated that CMC can be more personal than face-to-face communication, exceeding 

the level of affection and emotion. Nonetheless, this communication pattern still has elements such 

as the sender of the message, the receiver of the message, the characteristics of the channel, and the 
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feedback process, similar to conventional communication. In his theory, Walther emphasized that 

CMCs allow for the manipulation of messages and information (self-censorship) and provide 

greater control over the signals sent. Individuals use this media feature to create the best impression 

or counter what their contacts want. 

In addition to CMC, the communication theory used by researchers to see persuasive 

communication in fraud on behalf of Customs institutions is the Elaboration Likelihood Model 

(ELM). The premise of this theory is that human beings sometimes evaluate messages in a 

complicated way, using critical thinking, and sometimes also do so in a simpler and less critical way 

(Littlejohn et al., 2021). The fraud process involves a persuasive mediated communication process, 

a cognitive process and ultimately influencing the victim so that they are deceived 

While most studies applying ELM adopt a quantitative approach to measure attitude change, 

this study utilizes ELM in a qualitative context to explore the communication patterns and 

persuasion strategies used by fraudsters in mediated communication. Unlike traditional applications 

of ELM that measure persuasion effectiveness numerically, this research focuses on how fraudulent 

messages are structured and processed by victims. By analyzing fraud cases, the study reveals how 

fraudsters strategically alternate between central and peripheral routes to manipulate victims based 

on their level of skepticism or awareness. While ELM is predominantly used in experimental and 

survey-based research, previous studies have also explored its application in narrative analysis and 

qualitative discourse studies. For example, (Widiastuti, 2017) analyzed persuasive strategies in 

political communication using qualitative methods, demonstrating that ELM can be adapted to non- 

positivistic approaches. Similarly, Littlejohn et al. (2021) suggest that ELM is applicable in 

analyzing communication content where persuasion plays a key role in shaping perceptions and 

behaviors. This study aligns with Walther’s (1996) CMC theory, which explains how online 

interactions influence trust and deception. Fraudsters exploit CMC features to create hyperpersonal 

connections with victims, leading them to rely on peripheral cues (such as urgency, authority, and 

credibility signals). When victims begin questioning the legitimacy of the fraud, scammers shift to 

the central route by presenting logical arguments and additional persuasion tactics to reinforce 

credibility. 

Petty and Cacciopo in (Widiastuti, 2017) explaining Basically, there are two routes to explain 

attitude changes, namely cognitively, affective, and conative. First, the central route involves deep 

thinking on the message and focusing on the quality of the argument. The second route is a 

peripheral route that relies on clues for quick decision-making. 

On the central route, the audience can judge persuasive communication as beneficial or 

detrimental. If the message is considered useful, the audience responds positively; Conversely, if it 

is considered unfavorable, a negative response is given. On the other hand, the peripheral route 

assumes that a change in attitude does not necessarily require an in-depth evaluation of the 

information presented by the media. When motivation or ability to process information is low, 

persuasion can occur in the periphery with simple cues that affect attitudes. 

The choice between these routes has implications for the formation of attitudes. People who 

have the motivation, opportunity, and ability to process messages will understand the information 

well. Meanwhile, people who are reluctant to these three factors prefer non-message factors to form 

attitudes or behaviors quickly. However, such attitudes are not strong and changeable when basic 

factors change. These factors are known as peripheral factors, including authority, commitment, 

contrast, liking, reciprocation, scarcity, and social proof. 

The campaign "Beware of Fraud on behalf of Customs" by Customs Public Relations is 

outlined in a communication strategy with the same title. In order for communication from the 

organization to be conveyed to the audience, the content of the message must be on target. "The 

success or failure of effective communication activities is largely determined by communication 

strategies. Strategy is essentially planning and management to achieve a goal. Strategy does not 

function as a roadmap that only shows direction, but must show how the operational tactics are", as 

Effendy said in (Anggraeni et al., 2014). Meanwhile, according to (Cangara, 2014) the 

communication strategy itself, it is a combination of all communication elements ranging from the 

sender of the message (communicator), the message, the channel (media), the receiver, to the 

influence (effect) which is optimally designed to achieve effective communication goals. In this 
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study, the author uses the theory of communication strategy which is determined by the systematic 

ability between related components and is the answer to the map in Laswell's statement, namely 

who is the communicator, who is the communicator and then analyzes the needs of the audience, 

the message conveyed, the media used, and the expected impact (Cangara, 2014). 

 

Method 

The research method used in this study is a qualitative research method with a case study 

type. This research employs a qualitative approach using the instrumental case study method. A 

qualitative approach is used to explore and understand social phenomena, particularly how 

fraudsters use persuasive communication in computer-mediated interactions. This method allows 

the researcher to construct a detailed narrative, analyze textual and verbal communication, and gain 

insights into the experiences of those affected (Creswell, 2012). 

The instrumental case study method is chosen because this study examines fraud on behalf of 

Customs not as an isolated case, but as a representation of a larger phenomenon of cyber fraud. 

According to Stake (1995), instrumental case studies help researchers understand broader issues by 

examining a specific instance in depth. By analyzing documented fraud cases and conducting 

interviews with experts handling such cases, this study aims to uncover persuasive strategies and 

mediated communication patterns that fraudsters use to deceive victims. This approach is useful for 

identifying trends, common techniques, and the implications of mediated fraud communication, 

which can contribute to developing prevention strategies and improving public awareness 

campaigns (Hidayat, 2017). 

The characteristics of a case study involve the identification of a "case," which is a "system 

bound" by time and place, as well as the use of a variety of information sources to provide a 

detailed and in-depth picture of an event's response (Creswell, 2012). This case study method will 

explain the process of fraud on behalf of Customs in a detailed and in-depth way to gain a clear 

understanding of this phenomenon. Data collection was carried out through documentation studies 

from various reliable sources and in-depth interviews. Data in the form of fraud reports on behalf of 

Customs obtained through documentation studies from reliable sources, such as the Directorate 

General of Customs and Excise (DGCE) website. The documentation of the collected report is an 

example of a fraudulent mode on behalf of Customs with several things that must be kept secret, 

considering that the correspondence between the fraudster and the target is classified as confidential 

information in the context of law enforcement. 

The information was extracted through a series of interviews with a number of informants 

who met the criteria, first, having an adequate understanding of the fraud process on behalf of 

Customs and second, having a profession specifically related to the handling of this case. The 

selection of informants was carried out using the purposive sampling technique. The informants 

consisted of two people who worked at DGCE. The first is a Head of the Communication Strategy 

Section of DGCE, the second informant is a DGCE Public Relations personnel who handles and 

participates in developing a communication strategy "Beware of Fraud on behalf of Customs". 

The data analysis in this study is inductive, which means it is carried out based on the data 

collected. This study uses the Miles and Huberman data analysis model, which involves collecting 
data repeatedly until it gets data that is considered credible. The steps include data reduction to 

summarize, select the main points, and look for themes and patterns, presentation of data to 

assemble information into something easy to understand, and finally draw conclusions using the 

developed mindset. This study also uses descriptive analysis to describe and interpret the results of 

the research on communication patterns and persuasion in fraudulent schemes on behalf of 

Customs. 

Results and Discussion 

The Directorate General of Customs and Excise (Customs) is one of the institutions whose 

name is often used to commit online fraud. This can be seen from the Customs contact center 

service data during 2022 which shows that there are 7,501 complaints from the public who have 

become or are almost victims of online fraud with an estimated loss of Rp 9 billion. 
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Figure 4 Trend of Fraudulent Complaints in the Name of Customs 

Source: Customs, 2023 

In general, fraud on behalf of Customs has a mode of perpetrators who pretend to be Customs 

employees or officials who detain consignments and ask for a sum of money from the victim. Some 

common modes of fraud on behalf of Customs include: 
a. Online Shop 

A fraud mode that uses the mode of buying online goods from abroad or within the country 

which is then conditioned as if the goods are detained by Customs and the victim is required to pay 

a certain amount of money. 

b. Fake Auction 

This mode of fraud ensnares victims with fake auctions of goods confiscated by Customs that 

are sold at low prices. The victim was asked to make a payment, even though the item being 

auctioned was fictitious/non-existent. 

c. Romance Scams 

This mode is carried out with an intense and romantic approach, for example claiming to be a 

wealthy businessman from the United Arab Emirates or an Army General from the United States 

who promised to come to Indonesia to marry the victim, also promising to send gifts/valuables to 

the victim who was then detained for the goods and needed to be paid to the perpetrator who 

claimed to be Customs. 

d. Diplomatic Goods 

This mode is carried out by getting acquainted with the victim who then pretends to send 

carrying valuables through diplomatic channels. Then, the victim was asked to transfer a sum of 

money on the grounds that it was detained at Customs. 

In addition to the four general modes above, new modes also continue to emerge following 

changes in the situation/policy. One of the last examples is when Customs implements an electronic 

customs declaration (e-CD) and then a new fraud mode is born with the emergence of fake websites 

for filling out e-CDs that turn out to steal the personal data of the victims and finally ask for 

payment of a sum of money. 

There are three factors that make computer communication more attractive to communication 

partners, namely: (1) social media, e-mail and other forms of communication allow for highly 
selective self-presentation, with fewer unwanted appearances or behaviors compared to direct 

communication. It is easier for people not to put on a look and bother hiding their bad traits when 

communicating over the internet; (2) People who engage in computer-mediated communication 

sometimes tend to make excessive attribution in forming a stereotypical impression of their 

communication partner. This kind of conclusion tends to ignore negative information such as 

typographical errors, typos, and other types of errors; and (3) an intensification bond may arise, 

where positive messages from a communication partner will trigger other positive messages 

(Juditha, 2015). 

Computer-Mediated Communication (CMC) in Fraud 

During an interview with an informant from Customs, TT said that fraud cases by 

profiteering the name of Customs institutions have taken many victims, ranging from women to 

men, teenagers to the elderly, from low education to highly educated. He also explained that the 
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online shop and romance fraud modes are the second largest modes reported so far. The impersonal 

phase in fraud on behalf of Customs is mostly a request for the transfer of funds for consignments 

held at Customs (online shop mode). In romance mode, we can see it too, when a scammer 

suddenly invites acquaintances through direct messages on social media such as Instagram or 

Facebook through sweet and flattering sentences, so that the unknown person is relieved and wants 

to make friends. Impersonal is a phase of interpersonal relationships where each other does not 

know each other, communication interaction is two-way (verbal and nonverbal), exchanging 

messages and feelings. After the relationship is formed, the communication pattern is directed 

towards deeper interaction, the impostor who as a communicator begins to unleash his deception 

using romantic, more open, and more intimate words. The relationship between the scammer and 

the potential victim can be formed so quickly that it becomes familiar, this is due to the fact that 

communication through CMC feels more impersonal compared to face-to-face communication. (M. 

Walther et al., 2023) explained that this method feels more personal and even exceeds the level of 

affection and emotion compared to face-to-face communication. Therefore, in general, people tend 

to prefer internet- or computer-mediated communication over face-to-face. 

When a person communicates with strangers online, such as through direct messages or 

social media chat rooms, the individual can form a perception of the person he or she is talking to 

based on grammar, writing style, content of the conversation, the appearance of the profile picture 

and other factors (even though everything is not genuine and many bad traits are not shown). If the 

interlocutor is considered handsome/beautiful, smart, fun, and easy to talk to, then effective 

communication can be formed. Otherwise, the interaction may not go smoothly. Furthermore, 

involvement in highly intimate interactions can occur, even without the communicator's knowledge 

that they may be falling into the trap of deception. 

Not only through the impersonal phase, fraud on behalf of Customs also develops through the 

interpersonal phase. Taylor in (Juditha, 2015) said effective interpersonal communication consists 

of many elements, but interpersonal relationships are the most important. CMC is one of the sources 

in improving the quality of communication. Moreover, interpersonal communication is growing 

with the existence of the internet with various facilities that allow users to have direct contact. In the 

interpersonal phase, the exchange of information between communicators and communicators 

increases as they spend more time communicating. The perpetrator as a communicator focuses on 

trying to find information about the victim in order to get complete information (Andriyanto, 2022). 

It was mentioned in an interview with TT that victims increasingly fell into the trap of fraud day by 

day, always being asked for news, stories through video calls, especially after being promised 

luxury gifts such as electronics, jewelry, cash, houses, and even promised to marry. Until this 

interpersonal phase, usually the victim has begun to be deceived but still believes that the person he 

has just met and has become his lover can still be trusted. As stated by (Walther, 1996), CMCs have 

the ability to manipulate messages and information (self-censorship), providing greater control over 

the signals sent. Thus, it can be seen that the scammers are able to control the situation through the 

manipulation of their messages, so that the victim is trapped. Over time, the recipient of the 

message tends to be affected and often ignores the negative information that appears. 

The last phase is hyperpersonal where hyperpersonal communication in fraud on behalf of 

Customs is based on four main factors, namely the source of the message, the recipient of the 

message, the channel, and the feedback. The source of the message shows that the scammers have 

complete control over their self-presentation. In communication situations with their victims, 

scammers manage to create the best image of themselves, including personality, achievements, and 

even appearance, this can happen in mediated communication without meeting face-to-face. In this 

scam, the recipient of the message who feels lonely and is looking for a mate is often captivated by 

the presentation (handsome/beautiful, caring, successful, and rich) and without hesitation gives 

positive feedback. This builds intense communication, and the victim quickly falls into the trap. 

The hyperpersonal phase of fraud in the name of Customs occurs when even though the 

communicator and communicator are separated and only carry out computer-mediated 

communication, the perpetrator can build a perfect self-presentation and change his communication 

style. Scammers cleverly use various messaging channels, such as social media or messaging apps 

to make it easier to achieve their goals. Initially, they may only communicate via email or chat 
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rooms, but as familiarity with potential victims increases, they exchange phone numbers to increase 

closeness. Through positive feedback from victims to their messages, the scammers manage to 

establish good communication and lead victims on a positive path, achieving their fraudulent goals. 

Persuasive Communication in Fraud: ELM Application 

Not only impersonal, interpersonal, and hyperpersonal, the fraud process is increasingly 

undergoing a transformation into a more interactive and convincing pattern effectively. The modes 

that have been known to the public make the fraudsters increasingly look for ways and use more 

persuasive communication to be able to deceive their potential victims. 

Persuasive communication in fraud on behalf of Customs can be explained through the 

theoretical concept of the ELM. The ELM published by Richard Petty and John Cacioppo discusses 

how communicators process persuasive messages. The basis of this ELM is that humans will 

evaluate the messages received in two ways, either by elaborating critically through the central 

route or by thinking more simply through the peripheral route. The selection of the route will also 

determine whether there is a change in attitude in the recipient of the message (Littlejohn et al., 

2021). 

If the victim of fraud on behalf of Customs chooses the central route, the message received 

will go through several stages before a change in attitude occurs. The stages include (1) motivation, 

which involves the personal relevance of the message and the need for cognition, which is the 

enjoyment of thinking about a message even if the message is not actually personally relevant; (2) 

ability, which includes the ability to overcome distractions and adequate understanding, with the 

possibility of objective elaboration and bias elaboration; and (3) the power of argumentation, where 

strong arguments encourage attitude change, while neutral and weak arguments do not change 

attitudes, can even reinforce opposing viewpoints (Littlejohn et al., 2021). 

On the other hand, peripheral routes will be chosen without involving complex elaboration 

and without going through a number of stages. This route only requires one or a few cues to 

produce a change in attitude. Peripheral routes are another way for fraudsters to persuade their 

victims to change their attitudes. However, changes in attitude through peripheral routes tend to be 

temporary and can only meet temporary needs. 

Persuasion in fraud in the name of Customs in addition to the mode of romance in principle 

seeks to encourage the victim to receive the message through peripheral routes. The choice of this 

route was carried out because the scammer mainly aimed to make a profit quickly, in contrast to 

romance mode fraud that was carried out for a long time. If the victim realizes that he has been 

deceived, the perpetrator immediately removes his traces and immediately continues to look for the 

next target of the operation. Peripheral routes can be executed by relying on one or more specific 

cues, for example: 

a. Gesture of authority 

 

Figure 5 Persuasion of Authority Signals 

Source: @beacukairi, twitter.com, 2023 

http://journal.ubm.ac.id/


Bricolage ; Jurnal Magister Ilmu Komunikasi 
Vol.11 (No. 1 ) : 59 - 74. Th. 2025 

p-ISSN: 2502-0935 

e-ISSN: 2615-6425 

Versi Online: http://journal.ubm.ac.id/ 
Hasil Penelitian 

68 

 

 

By using a fake identity, the fraudster creates the impression that as a Customs official, the 

fraudster guides the victim to immediately carry out the request (order) submitted. Because of fear 

and panic, victims tend to obey orders from the authorities without much consideration and without 

verifying the validity of their identity. 

b. Scarcity tactics 
 

 
Figure 6 Persuasion of Scarcity Signals 

Source: X, twiter.com, 2023 

 

This gesture is used for urgent persuasion and is almost always used in persuasive 

communication, making the interlocutor carry out the communicator's commands without going 

through the perfect thought process. By conveying the wrong message, fraudsters create the 

impression that it is very important and must be carried out in the shortest possible time. For 

example, in Figure 6, the perpetrator directs to immediately take care of his belongings by fearing 

that the victim will be processed by law. 

c. Contrast cues 
 

 
Figure 7 Persuasion of Contrasting Signals 

Source: Y, twiter.com, 2023 
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The gesture is used in a way as if this perpetrator wants to offer services to help the victim, 

but on the other hand threatens to make payment immediately if he does not want to be fined and 

sentenced to prison, it looks like he wants to help, even though he is deceiving as seen in Figure 7; 

or 

d. Credibility Manipulation 
 

Figure 8 Persuasion of Credibility Signals 

Source: beacukairi, instagram.com, 2023 

Scammers boldly convey a credible message even though it is a lie. As can be seen in Figure 

8, the fraudster said that he sold goods confiscated by Customs and the KPK where we know that 

they do not exist, cannot be sold without going through an official auction channel. However, it 

turns out that the perpetrator's goal is to target potential victims who are greedy and want the price 

to be too cheap, so rationality is sidelined, and falls into the trap of fraudsters. 

The use of persuasion through peripheral routes by utilizing a certain number of cues as 

mentioned above can speed up the communication process and change the attitude of the message 

recipient. In some cases of fraud on behalf of Customs, the transfer of funds to the account provided 

by the bad actor is carried out very quickly as a result of this strategy. In its implementation, 

fraudsters on behalf of Customs not only direct persuasion efforts to peripheral routes, but also use 

central routes because there are different responses from victims to messages received by fraudsters. 

According to TT from Customs, the latest mode of fraud practices on behalf of Customs has begun 

to use technology, such as phishing application tracking fake made by fraudsters and so on, to be 

able to trap faster without going through many conversations, because through the campaign 

"Beware of Fraud on the Behalf of Customs", the public has a better understanding of the 

regulations and knows the modes of fraud that are commonly carried out by fraudsters. This process 

takes less time for the victim to understand the communication and persuasion carried out by the 

perpetrator and eventually falls into the trap of fraud. In this situation, the perpetrator forms 

appropriate motivational and understanding steps, develops sufficient skills and understanding, and 

devizes a strong argument. If it turns out that the central route does not result in a change in attitude 

on the victim, the BEC perpetrator will repeat the communication process from the beginning and 

refocus on the peripheral route. Through the findings and discussion above, the author tries to 

describe a persuasive communication model in the phenomenon of fraud on behalf of Customs as 

shown in Figure 9. In the image below, we can see that the communication process that occurs in 

fraud on behalf of Customs appears after the target, the potential victim has been determined, 

through excavation and collection of information data through Social Engineering (manipulation of 

the victim's psychology in the mode of romance), Pharming (directing the victim to a fake site in 

the mode of fraudulent online shops, fraudulent auctions). 
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Persuasive communication begins with impersonal communication (initial acquaintance and 

communication), followed by interpersonal and hyperpersonal communication. Persuasive 

communication is carried out in an effort to direct the victim to the peripheral route through various 

cues (authority, rarity, contrast, credibility and others). Not only stopping there, fraudsters have also 

provided another alternative way, namely persuasive communication directed to the central route if 

the peripheral route built does not succeed in deceiving the victim. If persuasive communication 

also does not succeed, the fraudster will repeat the persuasive communication process until the 

victim falls into the trap of fraud and the fraudster achieves his goal. 
 

Figure 9 Fraudulent Persuasion Communication Model on behalf of Customs 

Source: Processed by Researcher, 2025 

 

Impact of Customs’ Awareness Campaign 

The DGCE or commonly called Customs has implemented several communication 

strategies to handle the issue of fraud on behalf of its institution even though it has only been 

carried out in a structured manner since 2022. The purpose of the communication strategy carried 

out so far is to increase public awareness of fraud on behalf of Customs with key messages based on 

its audience, both internal and external. For internally, the key messages conveyed are the modes of 

fraud and appeals to convey this information to the environment around employees. For external, 

the messages conveyed by Customs are in the form of fraud modes and their characteristics, duties 

and authorities of Customs as well as Customs information contacts for confirmation. 

The communication tactics that have been implemented by Customs are also diverse, both 

in the form of social media uploads, socialization, talk shows, news articles, and others. For social 

media uploads and news articles, Customs conducts published on a scheduled basis to fill the digital 

space with related information. This tactic is also encouraged by paid promotions to encourage 

tactical reach. For socialization, Customs carries out this tactic both directly and online. Customs 

also takes advantage of visits from schools to Customs offices by inserting and disseminating 

fraudulent alert messages on behalf of Customs. Customs is also unfortunate to cross the National 

and Regional Television and Radio talk shows by continuing to voice vigilance of fraud on behalf 

of Customs. Then, Customs also claims to continue to make collaborative efforts. Some of the 

communication or collaboration efforts with external parties are carried out, including: 

a. Coordination with the Ministry of Communication and Information regarding websites that 

profit from the name of Customs; 

b. Coordination with the Financial Services Authority related to the existence of accounts in the 

name of Customs; 
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c. Communication with the Indonesian National Police related to the legal handling of fraud on 

behalf of Customs; 

d. Communication with social media (facebook) to eliminate social media accounts on behalf of 

Customs to commit fraud; 

e. In the implementation of the communication strategy, the Customs also revealed several 

obstacles, as follows: Limited data, Customs collects data through complaints and independent 

surveys; Limited resources, related to the availability of resources and funds in carrying out 

communication tactics or collaborating with influencers; Limitations of collaboration, related to 

the differences in priorities of each party in handling this issue which hinders collaboration 

efforts; 
 

Figure 10 Example of a Fraud Alert Campaign on the Behalf of Customs 

Source: Instagram (@BEACUKAIRI, 2023) 

 

The researcher tries to describe the communication strategy that has been carried out by 

DGCE in campaigning, socializing, and providing education to the public regarding fraud vigilance 

on behalf of Customs by using good communication theory according to Hafied Cangara (Cangara, 

2014). 

a. The communicator appointed in an effort to convey information to the public is the spokesperson 

of the DGCE institution, namely the Director of Communication and Guidance for DGCE 

Service Users. However, it is hoped that all DGCE employees will be able to become a 

mouthpiece to disseminate information related to fraud vigilance on behalf of Customs, so that 

awareness emerges from the public, knows the correct procedures, and will not be easily 

deceived and deceived by fraud mode. 

b. The target audience of message recipients in the socialization of fraud on behalf of Customs is 

all levels of society who actively interact on the internet, people who actively shop online, 

cannot be limited in terms of demographics: in terms of age, gender, and education level, 

because both young or old, men or women, higher and lower education, all are still vulnerable to 

becoming victims of fraud according to research conducted by DGCE. 

c. After determining the communicator, and the target audience of the message recipient, the 

creation of the message itself becomes key. The communication message conveyed by DGCE 

contains information and education about fraud modes on behalf of Customs, procedures for 

paying import duties and taxes in the context of correct imports, do not panic, and then when the 

public is in doubt about certain information related to Customs and Excise do not hesitate to 

contact the official communication channel of the Customs Contact Center 1500225. 

d. The communication media used by Customs Public Relations are online media such as 

Instagram, Twitter, Facebook, Tiktok, official websites, then Customs' media channels, namely 

the Radio and Tv Customs Channels and also Customs have the opportunity to collaborate with 

mass media such as TV, Radio, as well as national print and online media. 
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e. The expected communication effect after carrying out and evaluating the socialization efforts of 

"Beware of Fraud on behalf of Customs" is to be able to prevent fraud from happening again and 

break the chain of fraud on behalf of Customs, straighten out negative assumptions in the public 

towards Customs and can eliminate public doubts to contact the communication channels owned 

by Customs when receiving suspicious information. 

 

Conclusion 

Fraud on behalf of Customs is generally carried out through online communication, 

especially through social media and messaging applications. Mediated communication via the 

internet from the scammer to the potential victim results in a communication process that is initially 

impersonal, then develops into interpersonal communication which is characterized by an increase 

in communication activities, even reaching the level of hyperpersonal communication, where the 

victim feels close and trusts the perpetrator even though it is only through an intermediary without 

face-to-face. This evolution from the impersonal to the interpersonal stage is influenced by the 

persuasion efforts embedded in the messages sent. In general, scammers try to influence victims 

through light peripheral signals, such as authority signals, rarity, contrast, and credibility signals. 

Fraudsters can carry out alternative plans through a central route approach, while fraudsters 

still try to build communication by utilizing indicators in the central route, including motivation, 

ability, and argumentation. If the victim begins to perform cognitive processes and becomes 

suspicious, the perpetrator will try to redirect the victim back to the peripheral route by using a 

number of light signals that attract attention. 

This fraud is a problem that does not only exist in Indonesia, because of the transnational 

nature of the crime. Countermeasures require a comprehensive approach that involves various 

views, such as legal, regulatory, economic, IT, and communication understanding. Effective 

cooperation between all stakeholders with uniform knowledge and views is essential so that this 

crime does not develop and can be stopped. As a concrete step, DGCE has carried out a campaign 

through the implementation of the communication strategy "Beware of Fraud on behalf of DGCE" 

appropriately which is preceded by communication research to determine communicators, target 

audiences, message making, communication channel selection, and evaluation monitoring to 

analyze communication effects. 
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